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Abstract

This document describes block ciphers MARS and RC6™. These block ciphers
were submitted to NIST to be considered for AES. This paper discusses cipher structure
and algorithm as well as the criteria’s that were taken into consideration for design of the
ciphers and also computational efficiency of these ciphers. The document also looks into
type of attacks that were carried out on these ciphers.



1. Introduction

Symmetric key Block ciphers are fundamental to cryptographic systems. They are
used in a wide range of applications from e-mail messages to ATM’s to secure
distribution of Internet contents. The previous standard for block ciphers was DES,
which was developed by IBM. The limitations on block size and key size in DES made it
necessary to design a new block ciphers to replace the aging DES. In Jan 1997 the
National Institute of Standards and Technology (NIST) called for papers to develop
Advance Encryption standard (AES) which would replace DES.

MARS and RC6 were submitted to NIST. IBM developed MARS as its cipher
for consideration to AES [2] and RSA developed RC6 as its candidate. [3] This document
looks at these two ciphers.

2. MARS

MARS is a symmetric key block cipher with a block size of 128 bits and a variable key
size from 128 to 400 bits. These were chosen to meet the requirements of AES. The
designers estimated that MARS would offer more security than triple-DES. MARS is
designed to be used in computers of today. It uses a mixed cipher structure; the top and
bottom rounds were designed differently than the bottom ones. All operation in MARS is
applied to 32-bit words.

2.1 Structure of MARS

The MARS structure can be considered as six different layers through which a plaintext
block must pass to become a cipher text block: [

1. Pre-Whitening Layer: The plaintext has 128 bits of key material added to its
words modulo 2%,

2. Forward Mixing Layer: Eight rounds of un-keyed mixing operations making
extensive use of the MARS S-box.

3. Forward Core Layer: Eight rounds of keyed unbalanced Feistel cipher, using a
combination of S-box lookups, multiplications, data-dependent rotations,
additions, and xors to resist cryptanalytic attack.

4. Backward Core Layer: Eight rounds of keyed unbalanced Feistel cipher, using a
combination of S-box lookups, multiplications, data-dependent rotations,
additions, and xors to resist cryptanalytic attack.

5. Backward Mixing Layer: Eight rounds of un-keyed mixing operations making
extensive use of the MARS S-box.

6. Post-Whitening Layer: The block has 128 bits of key material subtracted from its
words modulo 2%,
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Figure 1: High levd structure of the cipher [2]

2.2 Mars Cipher Operations
MARS agorithm uses abig variety of different operations:

Additions, subtractions and xors: These operations are used to mix data and key values
together. Table look-up: Similar to the S-boxes in DES, in MARS cipher atable look-up
isused. It uses a single table of 512 32-bit words, simply called S-box. Fixed rotations,
Data-dependent rotations: Data dependent rotations may lead to differentia
weaknesses. This problem is solved in MARS by combining these rotations with
multiplications. M ultiplications: All multiplications in MARS are modulo 2% which suit
most modern computer architectures. MARS agorithms uses 16 multiplications per
block..

2.3 Mars: Encryption

Forward Mixing: The structure of the forward mixing stage is showed in figure 2. First
the data words are added with 4 key words. Then 8 rounds of unkeyed type-3 Feistel
mixing are performed. Type-3 Feistel mixing means there is always one word that is used



to modify the three other words. The modification is done without key information by
using S-boxes. The output of the S-boxes is added or xored with the other words.
Additional to the S-box mixing several shifts are performed.
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Figure 2: Forward Mixing [2]

Psuedo Code
fori=0to3do
DI[i] = D[i] + K{i]
fori=0to7do

D[1] = D[1] O SO[ low byte of D[0] ]
D[1] = D[1] + S1[ 2nd byte of D[0] ]
D[2] = D[2] + SO[ 3rd byte of D[0] ]
D[3] = D[3] O S1[ high byte of D[0] ]
D[0] = D[0] > 24

ifi=0 or4then



D[0] = D[0] + D[3]
ifi=1or5then
D[0] = D[0] + D[1]
(DI3];D[2];D[1];D[0]) < (D[0];D[3];D[2];D[1])
end-for

Cryptographic core

The cryptographic core (figure 3) is atype-3 Feistel network. But here the algorithm uses
a keyed E-function (figure 4) instead of the unkeyed S-boxes as in the forward mixing
stage. The output of the E-function is aso added or xored with the other words. There are
total 16 rounds in the core. Eight forward plus eight backward rounds.
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Figure 4: Type-3 Feistel network of the main keyed transformation

E- function:

The E-function (Figure 4) is acombination of different operations that mix two key word
with the input word. It also contains an S-box lookup. The k' (odd) means that this are
special made-up key words with special properties. The E-function is one of the best-
designed parts of the MARS algorithm. The different functions are combined in away
that maximizes the advantage of each.
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Psuedocode
fori=0to15do
(outl; out2; out3) = E-function(D[0];K[2i + 4];K[2i + 5])
D[0] = D[0] < 13
D[2] = D[2] + out2
ifi<8then
D[1] = D[1] + outl
D[3] = D[3] U out3

else
D[3] = D[3] + outl
D[1] = D[1] out3
end-if
(DI3];DI2];D[1];D[0]) < (DI0];D[3];D[2];D[1])
end-for

Backward mixing

The structure of the backward mixing showed in figure 5 is very similar to the one of the
forward mixing. It consists also of 8 rounds of a unkeyed type-3 Feistel network,
followed by akey subtraction step.
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Psuedo Code
fori=0to7do
ifi=2or6then

8 x 32 S-boxes

B

D[0] = D[] ,.D[3]
ifi =3 or 7 then
D[0] = D[] ,.D[1]

D[1] = D[1] OIS [low byte of D[0] ]
D[2] = D[2] - SO[ high byte of D[0] ]

right-rotation by 8

D[3] = D[3] - S1[ 3rd byte of D[0] ]

D[3] = D[3] O SO[ 2nd byte of D[O[ [

twice



D[0] = D[0] <<< 24
[D[3];D[2];D[1];D[q]] < [DI[0];D[3];D[2];D[1]]
endfor
for i =0to3 do
D[1]=D[1] ,K[36 + 1]

Key Expansion

MARS agorithm has a variable key length. The interval of the key length is either from
128 to 448 bit or 128 to 1248 bhit with some restrictions. Interna the agorithm works
with 40 key words, which is equal to 1280 bit. But 32 of these bits are constant 1,
therefore the actua internal key isjust 1248 bit. There are some further restrictions to that
key. The same key words with the two bits constant 1 should not contain 10 consecutive
O's or 1's. The reasons for this criterion are that these key words are used for the
multiplication in the E-function and key words without these properties would lead to
weak keys for differentia attacks. In the submission for AES IBM suggests using just
128 to 448 bit keys that are expanded to a 1280 bit key with the mentioned properties.
The key expansion routine uses the same operations (xor, shift and table look-up) as the
encryption / decryption.



3. RC6

RC6 is a block cipher, which was submitted to NIST, to be considered as a
replacement of DES. It is an extension of RC5. To meet the requirements of the AES, a
block cipher must handle 128-bit input/output blocks. RC6 is designed to use 4 32-bit
registers. RC6 is more accurately specified as RC6-w/r/b where the word size is w bits,
encryption consists of a nonnegative number of round r, and b denotes the length of the
encryption key in bytes.

3.1 RC6 cipher Operations

RC6-w/r/b operates on units of four w-bit words using the following six basic operations.
The base-two logarithm of w will be denoted by Ig w.

a+ b integer addition modulo 2"

a- b integer subtraction modulo 2"

a [l b bit wise exclusive-or of w-bit words

a x b integer multiplication modulo 2"

a <<< b rotate the w-bit word a to the left by the amount given by the least
significant Ig w bits of b

a >>> b rotate the w-bit word a to the right by the amount given by the least
significant Ig w bits of b

3.2 RC6 Encryption

RC6 works with four w-bit registers A; B; C; D which contain the initial input plaintext
as well as the output ciphertext at the end of encryption. The first byte of plaintext or
ciphertext is placed in the least-signifiant byte of A; thelast byte of plaintext or ciphertext
is placed into the most-signifiant byte of D.

(A; B; C; D) = (B;C; D; A) to mean the parallel assignment of values on the right to
registers on the left.

Psuedo Code

B =B+ S[0]

D =D + S[1]

fori=1tordo

{
t=(Bx(2B +1)) <<<lgw
u=(Dx (2D + 1)) <<<lgw
A= ((AO1t) <<<u) +S[2i]



C = ((C O u) <<<t) +9[2i + 1]
(A;B; C; D) =(B;C; D; A)

}

A=A+ 3[2r+2]

C=C+ 9[2r+3]
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Figure 5: Encryption with RC6 [3]
3.3 Key schedule
The user supplies a key of b bytes, where 0 < b < 255. From this key, 2r + 4 words (w

bits each) are derived and stored in the array S[O0.....2r + 3]. This array is used in both
encryption and decryption.



4 Marsv/s RC6

4.1 Based on Performance

The table below shows the time taken by the encryption process in RC6 and
MARS ciphers on three different platforms

MARS RC6
Pl 200M hz 9.97 MB/s 306¢ 13.68MB/s223c
(32bit word)
Ultra Sparcl i 5.09MB/s 810c 3.54MB/s 1164c
(64bit word)
6805 , 358 Kc 106 Kc
8 bit word

Mhz = MegaHertz

MB/s = MegaBytes per second
c > CPU cycles

Kc = Kilo cycles

4.2 Based on Security

RC6: Best attack on RC6 [3] appears to be exhaustive search for user supplied
encryption key. It is also noted that the data required to mount differential and
linear cryptanaysis exceeds the available data and there are no known examples
what might be termed aweak key.

MARS: Two kinds of attack have been carried out on MARS 4]
Meet in the middle attack: Full mixing plus 5 core rounds (21 rounds) which

requires 2232 half encryptions and 2236 bytes of memory, 8 known plaintext
With reduced round: 8 rounds — 268 partial decryptions 229 bytes of memeory,

225 chosen plaintext
The best result is to break 21 out of 32 rounds.

5. Conclusion

Both MARS and RC6 are efficient block ciphers. There are no weaknesses in both cipher
algorithms. Mars has a larger availability of key length than RC6 and can be easily
expandable to more than 128 bits. Both were excellent candidate for AES. The reason
Rijndael might have been chosen for AES over these two ciphers, might be because of
performance, support for hardware and flexibility.
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